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TeamConnect® Enterprise

6.2.4 Patch 12
Release Notes

TeamConnect® Enterprise 6.2.4 Patch 12 (PTC6240012) resolves the following issues:
Issue: TeamConnect Vulnerability Detected when performing actions using gwit.

Tracking Code: SUPPORTPRI- 66990

Case Number: 2022-0927-988450

Reported Version: TCE 6.2.4

Workaround - None
Pre-Requisites - NA
Steps to Reproduce

Login into the application and capture the request, the user can observe that CSRF token getting
passed in the URL of the application.

It is recommended when sensitive information is sent, use the POST method and not to pass CSRF or
other tokens in the URL. The query string can be saved in the browser's history, passed through
referrers to other websites, stored in web logs, or otherwise recorded in other sources.

Expected Results of Steps

Vulnerability isn't present.

Actual Results of Steps

Vulnerability is present.

Root Cause Analysis
NA

The fixes in this patch will be merged into TCE 7.1.
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MITRATECH

OVERVIEW

The following list summarizes the procedures to install this patch.
1. Update the JAR file.

2. Update the database and version information.

Refer to PTC6240012_Instructions.pdf, in the same folder as these release notes, for more details
about installing this patch.
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