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Disclaimer of Warranty 

Mitratech Holdings, Inc. (Mitratech) makes no representations or warranties, either expressed or implied, by 

or with respect to anything in this document, and shall not be liable for any implied warranties of 

merchantability or fitness for a particular purpose or for any indirect, special or consequential damages. 

Mitratech reserves the right to not support non-standard or non-default functionality and extended functionality 

available in third-party software, unless specifically documented as supported or certified in the Mitratech 

product documentation. For further information regarding third-party non-standard or non-default functionality, 

please contact Mitratech Support.  

This test document, along with the software that it describes, is furnished under licence and may be used or 

copied only in accordance with the terms of such licence. The content of this document is furnished for 

informational use only, is subject to change without notice, and should not be construed as commitment by 

Mitratech.  

The following document is for PolicyHub™ only. Though every effort was made to ensure that the information 

in this document is correct and reliable, Mitratech does not assume any liability for any errors encountered in 

this document.  

If you need support for PolicyHub™, visit https://mitratech.force.com and select your product. If this is your 

first time accessing the support portal, please register via the "Sign Up" option. 

For more information about Mitratech, visit our web site: http://www.mitratech.com.  

Government Rights Legend  

Use, duplication or disclosure by the U.S. Government is subject to restrictions set forth in the applicable 

Mitratech licence agreement and as provided in DFARS 227.7202-1(a) and 227.7202-3(a) (1995), DFARS 

252.227-7013 (Feb 2012)FAR 12.212(a) (1995), FAR 52.227-19 (Dec 2007), or FAR 52.227-14, as 

applicable. 
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General 
SCIM Provisioning is a great way to connect an Identity Provider directly with PolicyHub in order to 
provision users and groups. This can be used instead of the standard Active Directory and CSV 
synchronization mechanisms or to supplement these feeds. This configuration guide provides 
information on how to enable SCIM provisioning with JumpCloud. 

SCIM Endpoint URL 
The endpoint URL is the URL of the SCIM API specific to your PolicyHub instance. The endpoint 
URL is case insensitive. You will need this URL to enable provisioning with JumpCloud.  
 
The URL will be in following format: 
https://PolicyHub Instance_URL/PolicyHubApi/ScimApi.svc/Scim/V2 
 
If you are unsure of this value or if you are unsure if this has been configured for your PolicyHub 
instance, then please contact our services team or your Mitratech account manager. 
 
NOTE: For the SCIM API to work for on-premise customers, SSL should must be enabled on the 
hosting server and should be accessible from public network. 

Configure JumpCloud for SCIM 

Requirements 

To setup SCIM provisioning with JumpCloud, you will need access to the JumpCloud Admin 
Console. 

 

Bearer Token 

Before you start integrating your Identity Provider with your PolicyHub SCIM API, you will need a 
secure token. It will be used to authenticate all requests coming from JumpCloud. Please note that 
the PolicyHub SCIM API currently only supports Bearer Tokens.  
 
If you don’t already have the authentication token for your PolicyHub instance, please contact a 
member of our services team or your Mitratech account manager. 
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Creating a Custom SAML Application 

Login to the JumpCloud Admin console, from the sidebar menu, click SSO and then click the + 
sign highlighted in the screenshot. 
 
If you already have an application in JumpCloud, then you can jump into Enable SCIM 
Provisioning section of this document. 

 

 

 

A popup will appear and from that popup click on Create SAML App. 
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From the General tab, enter the Name of the Application as PolicyHub. Enter the Description and 
select a Logo (Optional). Now go to SSO tab and enter the SSO details.  
Please follow the Single Sign on Configuration Guide for JumpCloud for more information on 
configuring SSO. After the SSO configuration, click on the Activate button. This will create a new 
application PolicyHub in JumpCloud. Now we can start configuring SCIM in JumpCloud. 
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Enable SCIM Provisioning 

Click on the PolicyHub application that we just created and go to Identity Management tab. 
 

 

 

Enter the PolicyHub SCIM API endpoint URL and token and click test connection. This test 
connection will establish a connection with the PolicyHub SCIM API and will show a success 
message when the connection is successful. 
 
NOTE: Do not click on the Save button after testing the connection. We will need to activate SCIM 
in JumpCloud. Provisioning will not work until we activate the application. Activating SCIM in 
JumpCloud performs some automation testing to check if all CRUD operations are supported by 
the SCIM API. 
 

 

 

Click on Activate button. After activation is successful, click on Save button.  
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Import Users & Groups 
 
With a few simple steps, you can import users and groups in JumpCloud. Here is the link for 
Getting Started: Users and Groups in JumpCloud. 
 
In JumpCloud, individual user assignment to an application is not allowed. All users must be 
assigned to one or more groups before we can link the group with application. Also, group 
hierarchy is not supported in JumpCloud. See JumpCloud limitations for more info. 
 
In PolicyHub, First Name, Last Name, Email and Login Name (Login ID/User ID) are mandatory 
fields. Before you assign a user to JumpCloud group for provisioning, please make sure you have 
provided these four fields in the user details tab. It is difficult to find out if user provisioning has 
failed due to missing fields due to limitations with JumpCloud logging. See JumpCloud limitations 
for more info. 

Perform User/Group Import 

There are various ways to assign a Group to an application. But the easiest way is to go to the 
Application and click on the User Groups tab. It will list all the groups available in JumpCloud. 
Select any of the groups that you want to import and then click Save. 

 

 

 

https://support.jumpcloud.com/support/s/article/getting-started-groups
file:///C:/Users/micro/Downloads/Documentation/JumpCloud%20SCIM.docx%23_JumpCloud_Limitations
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JumpCloud can in parallel with other Identity Providers like Azure AD or OKTA. But only one 
active user can exist in PolicyHub with same login name.  
 
For example, if User A is present in both JumpCloud and Azure and if you sync the users from 
both Identity Providers through SCIM, then the user will be provisioned from 1 Identity Provider, 
but the second Identity Provider will show a conflict error. 
 
For groups, the same group name can be used across multiple Identity Providers without any 
problems. 

Modify a User 

From the Details tab in the Users page, you can edit user details. It’s important not to edit the 
Login Name for a user. This is used to uniquely identify a user and if it is changed, then the 
existing user will no longer be updated with any changes from JumpCloud and no new user will be 
provisioned with the same name. If this happens then the only way to continue synchronizing the 
user is to change the login name back again. 
 
In many organizations the login name is consists of a combination of first name and surname and 
so this is a field subject to change for example when an employee gets married. In cases like this 
it’s important to have a process around how this is handled from an IT perspective as this is 
beyond the control of PolicyHub and its SCIM integration with JumpCloud.  

Delete a User 

There are 3 ways in JumpCloud that you can delete a user: 
1. Suspend a User, this will delete the user from PolicyHub, but if you activate that user from 

JumpCloud again then it will be created again in PolicyHub. 
2. Delete a user permanently from JumpCloud. This will delete the user from PolicyHub as 

well. 
3. Remove a user from a group. This will also delete the user from PolicyHub. (Note: This will 

only happen if the user is only assigned to this one group). 

 

Modify a Group 

From the Groups page, select a group and go to the Details tab. Here you have the option to 
rename the group and you can also assign and remove users.  



 

 

 
10 www.mitratech.com 

 

JumpCloud Limitations 
There are several limitations that you need to take into account when deciding whether to 
integrate JumpCloud with PolicyHub using SCIM. The following are potential pitfalls that we have 
identified during development. These are limitations of JumpCloud’s implementation of SCIM and 
are beyond Mitratech’s control. 
 

1. Force change password will delete user 

At the time of writing, we have observed that if you click Force change password from 
JumpCloud using an Admin Account under User Details tab, the User will be deleted from 
PolicyHub because JumpCloud sends a user delete request to PolicyHub. We have confirmed 
this with JumpCloud support and they are aware of the issue and are working on a resolution. 
Note – the same is not happening with a User Account. Users can force password change 
and it will change the password of a user. 

 

2. On unassign, group will not be deleted 

If you unassign a group from the application in JumpCloud, the group will not be deleted from 
PolicyHub, however all the users assigned to this group will be deleted. 
This behavior is different to other Identity Providers, where unassigning a group will delete the 
group as well as the users assigned to the group. 

3. No Error Log 

It is important to note that JumpCloud does not have any error logs which can be used by the 
JumpCloud Console Admin to check what went wrong. Most common issues that can prevent 
provisioning are: 

 Mandatory properties: Login Name, First Name, Last Name, Email are mandatory in 
PolicyHub. Check that these are provided in JumpCloud. 

 Duplicate User: Check if there is an existing user that has same User Name.  

4. Duplicate Login Name (Login ID/User ID) is not allowed 

There is no unique identifier exposed by JumpCloud through SCIM for a user, so if a login 
name gets reused, there is no way to determine if it is a new user or an existing user that was 
re-added. PolicyHub is configurable in how it handles this scenario, allowing the choice 
between always reactivating an existing user or always creating a new user, with the default 
being that a new user is always created. This is for safety reasons as we do not want to show 
the history of an old, deleted user for a new user that gets added with the same name. 
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5. Group Hierarchy is not supported in JumpCloud 

JumpCloud does not support nested groups. You can only assign users to a top-level 
group. 

 

6. Email Address / Login Changes 

We have noticed that recently JumpCloud has changed from using Login Name for SCIM 

provisioned users to using Email Address. This means that the users will be provisioned within 

PolicyHub with the Email Address in their login name and this will also be used to uniquely identify 

them. 
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