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Established in 1837, Bristows has always been associated with top-tier, full-service 

legal work involving innovative clients. Today we remain an independent, 

international law firm bringing together a diverse collection of talent to deliver high-

quality legal advice and service.  



PROTECTION OF PERSONAL INFORMATION… 

•… is nothing new and not all about GDPR 

 

- Right to privacy according to Samuel Warren and Walter 
Brandeis 

• 1890 

• Right to be let alone 

 

- European continental countries – right to privacy embedded 
in early constitutions 

• “Private life” referred in the French Constitution of 1791 

• Portuguese Constitution of 1822 set up the secrecy of letters 

 

- Greatest recent examples of misuse of personal information 

• WW2 German occupied countries 

• 20th century European dictatorships 

 

- Privacy of personal information is not exclusive of the 
internet connected era! 

 



AND THEN IT GOT COMPLICATED! 

 

- Advent of computerised 
world: storage / exchange 
of large quantities of 
information  

• Facilitated 

• Lost the strong 
connection with tangible 
world 

 

- Data protection legislation 
developed from the early 
’70s onwards 

• Land of Hesse Act (1970) 

• Swedish Data Act (1973) 

• Portuguese Constitution 
(1976) 

 

 



LEGAL FRAMEWORK 

UNITED STATES EUROPE ASIA 

About 20 sector-

specific laws and 

hundreds of state 

laws 

EU Data Protection 

Directive transposed into 

national law in 28 

different member states 

 

Varying 

national laws 

loosely based 

on the 

European 

Directive 

e.g. HIPAA (The Health 

Insurance Portability 
and Accountability Act) 
and COPPA (Children's 

Online Privacy 
Protection Act) 

e.g. The UK Data Protection 

Act 1998, Germany’s 
Federal Data Protection Act 
2001 and Italy’s Privacy 

Code 2003 

e.g. Malaysian 

Personal Data 
Protection Act 
2010 and South 

Korea's Personal 
Information 

Protection Act 
(PIPA) 2011 



TRANSFER 

UNITED STATES EUROPE ASIA 

No geographic transfer 

restrictions apply out of 
the US 

Within the EEA is 

permitted. 
 
There are conditions to 

be met to transfer data 
out of the EEA such as: 

- Consent 
- Legitimate reason 
- Performance of a 

contract 
- Protecting the data 

controller’s vital 
interests 

Different restrictions 

apply but many reflect 
the conditions listed in 
the European Directive 

‘Adequate protection’ is 

required for transfers 
outside of the EEA e.g. 
“approved countries”, 

Model Clauses and 
BCRs and maybe 

Privacy Shield 

APEC Cross Border 

Privacy Rules 



SECURITY AND BREACH NOTIFICATIONS 

UNITED STATES EUROPE ASIA 

Most businesses are 

required to take 
reasonable technical, 
physical and 

organizational 
measures to protect 

the security of sensitive 
personal information  

Data controllers must 

take appropriate 
technical and 
organisational 

measures 

Varying standards 

expected – from 
detailed provisions in 
South Korea to more 

general expectations in 
Malaysia and 

Singapore 

HIPAA regulated 

entities are subject to 
much more extensive 
data security 

requirements 

These measures are 

aimed to prevent 
unauthorised 
processing, accidental 

loss or damage to 
personal data 

Range from mandatory 

notifications in South 
Korea to no 
notifications in 

Singapore and 
Malaysia 

Breach notifications 

are commonplace 
across the States 

No mandatory breach 

notifications under the 
Directive but different 
obligations across 

Europe are in force 



ENFORCEMENT 

UNITED STATES EUROPE ASIA 

Violations generally enforced 

by the FTC, State Attorney 
General, or the regulator for 
the industry sector in question 

Violations enforced by each 

country’s respective DPA. 
Generally range from $’000s  
to $’000,000s  

Violations enforced by each 

country’s respective DPA. 
May be up to $800,000 in 
Singapore 

Highest penalty - $100m 

against LifeLock (Dec 2015) 

Highest penalty - $4.5m by 

Portuguese DPA 

DPAs in relatively early stages 

so not much fining history 

Possibility of class action 

lawsuits 

Google fined $1.2m by Spain But some DPAs even provide 

for imprisonment for relatively 
minor offences! 



GDPR – as exciting as  

50 shades of privacy 

1. Widening of personal data definition 

2. Evidence of consent 

3. Legacy data/systems 

4. Accountability 

5. Privacy by Design and Default 

6. Fines  

 



A double blow -The ePR 

1. Scope – WhatsApp, Facebook, Netflix 

2. Consent – Yes, please or No, thank you? 

3. Role of the Browsers 

4. Soft opt-in 

5. Fines  

 



• No surprises 

 

• Applies to controllers and processors 

 

• Has extra-territorial applicability 

 

• Does not apply to activities which fall outside the scope of Union law, such as 
activities concerning national security, nor does it cover the processing of 
personal data by the Member States when carrying out activities in relation to 
the common foreign and security policy of the Union 

 

• It does not apply to personal or household activity 

 

• It does apply to controllers and processors providing services for processing in a 
personal or household activity 

 

Recitals and Scope 

General Data Protection Regulation 



Grounds for processing 

• Processing needs a legal basis 

 

 Consent 

 

 Contractual 

 

 Legal obligation 

 

 Vital interests 

 

 Public task 

 

 Legitimate interests 

 

There is no hierarchy of grounds for lawful processing, but 

 

Different legal grounds carry different duties 

 

Controllers must be transparent about which basis they rely 
upon 

 



• More flexibility to rely on ‘legitimate interests’ as a lawful ground to 
process personal data where there is a relevant and appropriate 
connection between the data controller and data subject 

 

• Consent – remains very high standard 

 

• Must be distinguishable from other matters and provided in an 
intelligible and easily accessible form, using clear and plain 
language 

 

• It must be as easy to withdraw consent as it is to give it 

 

Lawfulness of processing, legitimate interests and 
consent 



How to make legitimate interests “legitimate” 

• If a Controller wishes to rely on Legitimate Interests for processing Personal Data it 
must carry out an appropriate assessment, which we have called a Legitimate 
Interests Assessment, or LIA. 

 

• When carrying out an assessment, the Controller must balance its right to process the 
Personal Data against the individuals’ data protection rights.  

 

• In certain circumstances an LIA may be straight forward. However, under the 
accountability provisions of the GDPR, the Controller must maintain a written record 
that it has carried out an LIA and the reasons why it came to the conclusion that the 
balancing test was met. 

 

• Legitimate Interests may be considered where:  

 

 another legal basis is not available due to the nature and/or scope of the proposed 
processing; or  

 where there are a number of legal bases that could be used but Legitimate Interests is 
the most appropriate.  

 



Information to be provided to individuals 

Information to be provided where the data are collected from the data subject 

Identity and contact details of data controller /  representative and of DPO, if applicable 

The purposes of the processing and the legal basis of the processing 

Where legal basis is ‘legitimate interests’, what those legitimate interests are 

Where applicable, the recipients or categories of recipients of the personal data 

Where applicable, if personal data will be transferred to a third country or international organisation and reference to the appropriate 
safeguards in place 

The period for which the personal data will be stored, or if this is not possible, the criteria used to determine this period 

The existence of the data subject rights (access, rectification, erasure, object, data portability) 

Where legal basis is ‘consent’, the existence of the right to withdraw the consent  

The right to lodge a complaint with the DPA 

Whether the provision of personal data is a statutory or contractual requirement and possible consequences of not providing such 
data 

The existence of automated decision making, including profiling, and meaningful information about the logic involved as well as the 
significance and the envisaged consequences of such processing for the data subject 



• Information to be provided where the data have not been 
obtained from the data subject 

 

• Must be provided within a reasonable time after obtaining the 
data but at the latest within one month, having regard to the 
specific circumstances in which the data are processed; or 

 

• If the data are to be used for communication with the data 
subject, at the latest at the time of the first communication to 
that data subject; or 

 

• If a disclosure to another recipient recipient is envisaged, at 
the latest when the data are first disclosed   

Information to be provided to individuals 



 Privacy policies will need to be up-dated! 

 

 Divided into requirements when data collected directly from 
individuals and not collected from individuals 

 

 Right to erasure / “right to be forgotten” 

 

 Right to data portability 

 

Information and access to data 

General Data Protection Regulation 



Data Protection Principles 

Preparing for GDPR 

8 Key 
principles 
of DP law 

Personal 
data 
must 
be… 

Processed fairly, lawfully and in a transparent manner (lawfulness, fairness and 
transparency) 

Collected for specified, explicit and legitimate purposes and not further processed in a way 
incompatible with those purposes (purpose limitation) 

Adequate, relevant and limited to what is necessary in relation to the purposes for which they 
are processed (data minimisation) 

Accurate and, where necessary, kept up to date (accuracy) 

Kept in a form which permits identification of data subjects for no longer than is necessary for 
the purposes for which the personal data are processed (storage limitation) 

In accordance with data subjects’ rights (rights of the data subject) 

Processed in a way that ensures appropriate security of the personal data (integrity and 
confidentiality)   

Not be transferred to a third country or to an international organisation if the provisions of the 
Regulation are not complied with (transfers) 



Data subjects rights 

Preparing for GDPR 

Data 
Subject 
Rights 

Information 

(Art 14) 

Access 

(Art 15) 

Rectification 

(Art 16)  

Erasure 

(right to be 
forgotten) 

(Art 17) 
Restriction of 
processing  

(Art 17a) 

Data 
portability 

(Art 18)  

Object 

(Art 19) 

Automated 
decision 
making / 
profiling  

(Art 20) 



• Controller must ensure processor will comply with 
GDPR 

• Must be an appropriate contract between controller 
and processor 

• Processor must have adequate information security 

• Processor must not use sub-processors without 
consent of the controller 

• Processor must co-operate with the relevant DPA 

• Processor must report data breaches to controller 
without delay 

• Processor may need to appoint a DPO 

• Processor must keep records of processing activities 

• Processor must comply with EU trans border transfer 
rules 

• Processor must help controller comply with data 
subject rights 

• Processors are directly liable for non-compliance 

GDPR and processors - overview  



 Documented instructions 

 Confidentiality 

 Information security 

 Control of sub-processors 

 Measures to help controller comply 
with data subject rights 

 Co-operation with controller and DPA 

 Destruction or return of data at end of 
contract 

 Provide controller with evidence of 
GDPR compliance 

Contractual needs with Processors 



• Safe Harbor 

 

• EU-US Privacy Shield 

 

• European Commission approved Model Contract Clauses 

 

• Binding Corporate Rules 

 

• Consent (although precarious to rely on) 

 

• Codes of Conduct (Article 38) 

 

• Certifications / Seals (Article 39) 

Data Transfers 

Preparing for GDPR 



 PIA is a process which helps assess privacy risks to individuals in the collection, 
use and disclosure of personal information 

 

 Not mandatory, but ‘promotes good practise’ 

 

 PIA identifies privacy risks and improves transparency 

 

 Projects that may require PIA: 

•    A new IT system for storing and accessing personal data; 

•                Using existing data for a new and unexpected purpose; 

•               A new database acquisition 

•               Corporate restructuring 

•               Monitoring in the workplace 

 

 

 

 

 

 

 

What and Why? 

Privacy Impact Assessment (PIA) 



• Strong emphasis on documenting compliance with the 
Regulation via policies and procedures  

 

• Mandatory to maintain internal records of processing 
activities for most organisations  

 

• The record must contain… 

 

Policies, procedures and internal record keeping –  

Preparing for GDPR 



Name and contact details of the controller / processor / 
representative 

Purposes of the processing 

A description of categories of data subjects and of the categories of 
personal data 

The categories of recipients to whom the personal data have been 
or will be disclosed, including recipients in third countries  

Details about international data transfers and the appropriate 
safeguards that are in place 

A general description of the technical and organisational security 
measures referred to in Article 30(1) (Security of Processing) 

Policies, procedures and internal record keeping 

Preparing for GDPR 



EU DATA PROTECTION OFFICER – WHEN  

•Obligation to appoint a DPO 

 

- Controllers and processors 

 

• Who are public authorities or 
bodies 

 

 

• Who carry out activities 
involving regular and 
systematic monitoring of 
individuals 

 

• Who process special 
categories of personal data 

 

- Group of undertakings may 
appoint a single DPO 

 



EU DATA PROTECTION OFFICER – TASKS AND 

FORMALITIES 
•Tasks – trusted adviser or police? 

 

 Raise awareness 

 Monitor implementation and applicability of the policies 

 Monitor implementation and applicability of the Regulation 

 Ensure mandatory documentation is maintained 

 Monitor, the documentation,  notification and communication of 
data breaches  

 Monitor privacy impact assessment and prior consultation 

 Monitor responses to the Data Protection Authorities 

 Contact point to the Data Protection Authorities 

 Inform employees’ representatives on employees’ data 
processing  

 Verify compliance with this Regulation 

 

 There is a catch… 

• DPOs will be protected employees! 

 



• Mandatory breach notification obligations 

• To DPA within 72 hours 

• To data subjects ‘without undue delay’ 

• Notification to DPA must describe nature of the breach 
including where possible the categories and 
approximate number of data subjects concerned and 
the categories and approximate number of data records 
concerned + contact details of DPO 

• Must be communicated to data subjects in clear and 
plain language 

Data breaches 

Preparing for GDPR 



• Sanctions for non-compliance – two levels of fines… 

Up to the greater of 2% annual worldwide turnover of 
preceding financial year or EUR 10 million – for matters 
re internal record keeping, data processor contracts, data 
protection officers, data protection by design and default 

 

Up to the greater of 4% annual worldwide turnover of 
preceding financial year or EUR 20 million – for matters 
re breaching data protection principles, conditions for 
consent, data subjects’ rights and international data 
transfers 

Sanctions for non-compliance 

Preparing for GDPR 



That dam breach or that damn 

breach? 



QUESTIONS 

# M I TR A T E C H IN T E R A C T  

32 



THANK YOU 

PLEASE TAKE 5 MINUTES TO COMPLETE THE 

SESSION FEEDBACK FORM VIA THE MOBILE APP! 
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